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Student Assessment & Related Ethical/Legal Issues Paper
	Assessments help guide nursing students toward the desired competencies required by the school’s curriculum. Acquiring these competencies and assessments is complex and has potential errors. Errors in the process will affect the teacher, the student, and the educational institution. Assessments measure whether the student is following the competencies and help guide the student on their weak points; the assessments made by the teacher determine the weak points. The problem is that there are issues regarding whether we can determine whether a certain assessment is accurate and fair regarding a weak or even a strong point. With the example of fair strong or weak points, ethical, legal, and privacy issues will be discussed in the aspect of a student assessment. 
Assessments are crucial for a student’s learning process, but any major flaw in the assessment process is detrimental to the student, teacher, and the educational institution. By being aware of the issues regarding major flaws in the assessment process, the student and the teacher must have a relationship focused on collaboration, trust, and understanding, along with encouraging empowerment and equity by the academic faculty for the students. (Billings & Halstead, 2023) It is important to know ethical issues, including assessment bias, its consequences, and educators' responsibilities to prevent ethical dilemmas. Legal issues, including the importance of the Americans with Disabilities Act and the potential legal consequences regarding student assessments, are important to learn about since there are concerns that, in general, educators do not have the best literacy regarding school law. (Schimmel & Militello, 2007) Lastly, with the ever-changing world of technology, especially with the push of virtual learning with the COVID-19 pandemic, privacy and confidentiality must be addressed by nurse educators in the in-person and virtual settings, along with strategies to enhance it.
Ethical Issues in Student Assessment
	Assessment bias is the most important issue that can stem from other factors in the assessment process. Assessment bias can come in many forms, whether addressing a student’s efforts as falsely satisfactory or dissatisfactory, and the intention can be intentional or unintentional. Generally speaking, it’s detrimental to the student’s learning process because it falsely indicates how their performance is being assessed. Examples of assessment bias is when it serves to discriminate against certain people. Examples can include manipulating test questions or competencies to a point where it’s inadequate for test-takers to interpret the correct or incorrect competency and being more biased in grading based on a group’s characteristics, whether falsely high or low. (Oermann et al., 2024)
	The consequences of not being aware of these issues and biases work like a domino effect; teachers showing these unethical practices can influence students to either follow this behavior or be detrimental to their mental health and learning process as it creates an unprofessional and unethical environment, which can be discouraging. Once the teachers and students suffer the consequences of this unprofessional environment, it will eventually affect the reputation and credibility of the academic institution. (Wang et al., 2021) Whether intentional or unintentional, it’s important to address the issue and be aware once it occurs. It’s the duty of educators and educational institutions to ensure ethical assessment practices to prevent issues, including assessment bias, from occurring. Even though teachers may be biased against certain student groups that do not efficiently meet the competencies, it’s the teacher’s responsibility to prevent those biases and conclusions by allowing the students to demonstrate their outcomes by the end of the course; however, it’s still important for the academic institution to identify students who are at risk of failing, it’s just important not to let the biases influence their assessment decisions. Educators have an ethical responsibility for identifying and being aware of those at risk of not meeting competencies; however, they need to adopt the mindset of not setting them up for failure but maintaining equity for these students to succeed. Examples of maintaining equity include tutoring programs, individual course study sessions, study skills workshops, faculty-student mentoring, test-taking support, peer studying sessions, stress/time management training, flexible class scheduling through technology, consideration of students’ life experiences, and campus child care. (Billings & Halstead, 2023)
Legal Issues in Student Assessment
	One of the biggest barriers and legal issues regarding student assessment was nursing schools denying admission to students with physical disabilities. Acts, including the Americans with Disabilities Act (ADA) of 1990 and the ADA Amendments Act of 2008, facilitate the inclusion of those with disabilities, making it a right for schools to accommodate the needs of the disabled in school and prevent discrimination of the disabled. (Oermann et al., 2024) Because of these acts, discrimination regarding a student’s assessment grading is not prohibited. To prevent legal issues from occurring outside the aspect of disabilities and going into the technical perspective of the assessment process, educators should provide students rights on the formal documents and syllabi, review and update policies periodically, communicate expectations clearly, evidence of a student’s written work in a file until completed with the course, a student’s right to see all of their work, the right for a student to explain themselves if disciplinary events occur, and students should be made known if they’re not meeting the academic competencies. (Billings & Halstead, 2023) 
	Lawsuits are the biggest consequence of improper handling of legal issues regarding assessment regulations in an academic facility. The mishandling of these legal issues can create a domino effect of creating a culture of defensive learning by the teacher, which will negatively affect the student’s learning process and the credibility of the academic facility. (Davies, 2009) A lawsuit occurs when no conclusion or solution can be made through the student appeal process. The student usually appeals because of, in this case, a misjudgment or questionable grading in their assessment; they would have to go through a meeting with the instructor first, then the academic advisor, program director, dean of nursing, appeal committee, and eventually if it gets to this point, the chief academic officer conference. (Billings & Halstead, 2023)
Privacy and Confidentiality
	Considering in-person and virtual classes with the advancement of technology, the issue of privacy and confidentiality can be detrimental to the assessment process. Issues regarding the privacy of assessment data can lead to the unfortunate event of discrimination in student performance and mental health as this type of data is sensitive information. Educators' responsibility is to maintain a privacy standard regarding student assessment data; this includes protecting their assessment results and not disclosing their results to other teachers. (Oermann et al., 2024) With the advancement of technology, the concept of privacy and confidentiality has become more complex due to the threat of hackers. (Alier et al., 2021) Technological advancement and artificial intelligence (AI) have led to privacy and surveillance issues. Privacy is compromised because assessment data and surveillance are exposed because of the potential hackers who can track locations. (Akgun & Greenhow, 2021) With the exposure and lack of security of assessment data, another domino effect can kick in regarding the school's credibility as students will begin to distrust their academic facilities. (Mutimukwe et al., 2022)
	To prevent the consequences of improper assessment data protection, educators must be aware of how to protect the data by utilizing strategies. One strategy is not to post someone’s grades publicly and be aware that even though it’s in a private setting, it doesn’t mean it’s not protected. It’s also important to consider that once it’s posted, it can still be accessed even when deleted. Consideration of using protected programs to post data that can only be accessible by your facility requiring specific log-in information into a protected online learning management system, including Canvas or Blackboard, should be addressed and used. (Billings & Halstead, 2023) When a student’s assessment data gets compromised, damage control can be done before the compromise by putting the student’s data under an alias or specific username that only the teacher and the student know so the hacker won’t know who the data is referring to. (Alier et al., 2021)
Conclusion
	Assessments are essential for a student’s learning process, so it’s essential to address the complex process and errors that may occur during a critique of a student’s assessment. Ethical issues, including assessment bias, are important to be aware of, and educators must take responsibility to prevent these ethical issues by providing the proper equity. (Oermann et al., 2024) If the ethical issues aren’t addressed, the unethical and unprofessional attitudes negatively affect the teacher, student, and eventually the academic facility as a whole, like a domino effect. (Wang et al., 2021) Nursing schools have historically prevented those with disabilities from being enrolled in their programs; however, with legal acts being signed into the 1990s and 2000s, discrimination on disabilities has been made illegal, and the right to accommodate the disabled into the program has helped with more inclusion and retention of nursing students. (Oermann et al., 2024) Interventions, including providing the students with clear communication of their rights and expectations, will help prevent legal issues regarding the student and the academic facility and prevent legal consequences, including lawsuits, which can eventually lead to discrediting the academic facility due to a culture of defensive learning. (Billings & Halstead, 2023) With the advancement of technology, it’s essential to consider the threat of assessment data being hacked along with the obligation of educators to protect that data with interventions regarding proper consideration and safeguarding of data as well as the consideration of using an alias for data in the situation when data has been compromised. Preventing data compromise is important because it can lead to distrusting the academic facility. (Alier et al., 2021) (Akgun & Greenhow, 2021)
	Reflecting on ethical and legal assessment practices in educational settings, they’re essential because they’ll prevent distrust of the student-teacher relationship and the domino effect of distrusting the academic facility. Along with students' fairness, equity, and well-being, preventing ethical and legal issues will create a better mental health environment for the students as it will facilitate a safe learning environment. Regarding ethical assessment practices, equity is the main theme regarding these interventions. While allowing the students to prove themselves and not draw conclusions till the end of the course, it’s essential to provide tutoring sessions to help those who are struggling academically, provide flexible learning times to those who have busy schedules with the use of technology, and provide on-campus child care for those with children. Legal assessment practices include clear communication with the students on their expectations, the right to access their work and the evidence of written work in a file until completed, and updating policies as needed to adapt the new curriculum while notifying the students of the updates. Lastly, aside from clear communication and expectations, the central theme regarding legal issues in assessment data is allowing students to explain themselves when legal issues occur. (Billings & Halstead, 2023)
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